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Der Ukrainekonflikt als Fall fUr
Political Data Science

Umsturz auf dem Maidan Die Bedeutung von Social Media

« Kommunikationsplattform
getrennt von den staatlich
kontrollierten Kanalen

* Propagandawerkzeug
e Cyber Warfare

— Desinformation
— Surveillance
— Social Engineering




Soclal Botnets

Fake-Accounts online kaufen

Frowhder Quranitity Rate for 1000
Twitter com Profiled 15747 1E-10K: 335 | 1JK-20K: $33 | 20K +: $32
Twitter.com UK+ADamap 14191 1E-10K: 528 | IOE-20K: $27 | 20K +: 526
Twitter com -+ ARaTap 1] 1E-10K: 325 | 1JE-20K: %24 | 20K +: %23
Twitter com UK 24592 1E-10K: $22F | 1JK-20K: 21 | 20K +: $20
Twitter.com ShI4E 1E-10K: 520 | IOE-20K: $18 | 20K+: 517
Twitter.com ALL =30 1E-10K: $18 | 1OE-20K: $17 | 20E+: 3516

Bulk Twitter acoounts can be used for bwitter marioeting. We'ne the only bulk account provider, who
sell T kinds of Twither accounts. We hawe Hall_rnu-Based Tentter Accounts, Yahoouoom-based, and
AOLcom-based Twitter accounts. We also have bulk twitter accounts with random avatar, twitter
accounts with bio and location, and twitter accounts with followers

All our twitber accounts are verfied by e-mail. This means you won't have any waming messages or
e-miail confirmation requests: accounts ane ready for immediate usage. All teitber accounts come with
E-miafl mailbaxes induded in the default format.

BuyHccs.com

BUY BULE ACCOLINTE AT BEST PRICES

Ein neues Phanomen?
 Netzwerk von Fake Twitter-
Accounts
— (Boshmaf et al. 2013)
* Durch eine Software gesteuert
— (Hegelich/Janetzko 2015)
e Sehr autonom
— (Hegelich 2015)
e Dadurch schwer zu entdecken
— (Chanda 2014)

 Herausforderung fiir die
Twitterforschung



Soclal Botnets: Der Fall Ukraine

Social Botnet Software Aufspiiren des Social Botnet
e Ausgangssample

— Tweets vom 22.02.2014 mit
Hashtag #Ukraine (1.3 Millionen
Tweets)

« Tweets mit identischem Text,

TWIFARM aber kein Retweet

« Uberpriifung der Metadaten
— Source URL: vk-prim.ru

e Analyse des Friend/Follower
e Netzwerks

Boiims « 18.000 eindeutig identifizierte
Bots



Das Twitarm-Botne

TWEETS FOLGE ICH FOLLOWER

+8
= 2.525 554 403 % Folgen
Tweets  Tweets & Antworten VBTF_IBSS_E keine
ﬂpogq?B lyp Neuigkeiten von fipocnae
@gurt6012 Apocnas N'yp @quris012 - 10 Std ryp

[nA pEBHOCTH HET HUYETD XYiHE CMENE.

BrnantHas KapTo4dKa HacToALlero MyxX4mHbl

— XeHLWKWHa, KoTopad c4acTnmea oT TOro,

YTO OH pA4OM E-Mail

@ Warren

Passwort

flpocnae MNyp @gur16012 - 5. Apr
[eHs namATh norubLumx NoABOAHMKOB. Korna HaBepx yie He
BCMNEMe&H#8230;

Registriere Dich bei Twitter!

Trends - indern
@ Apocnae Typ retweetete #F‘nrayForMamaSwwﬁ
Bepa Kapnywerko @ECYS7VzZ KnDer - 3 Apr P dsoton
e #AnimalFacts
Mpaewii cekTop» roBOPUTL, WO ANA Toro, wob nosepHyTH Kpumy Ta

= #BadShowerGifts
Moudacy ypaikcere #wiillithotpocket
1 Sabra
Charley Hoffman
& Apocnas Myp retweetste Ben Crane
Anatonui CaxHo @sakhnn talik - 2 Apr Cherry Bomb

RT @akuma_no_ficl: Kpasuyk, Kyuma n KOweHko Bownu B coctas
KOHCTUTYLMOHHOR KOMUCCHI YKpaWHeI
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Das Twifarm-Botnet

v

TWEETS FOTOSMAIDEQS FOLGE ICH FOLLOWER

7.591 3 1.048 879 Mehr v

Tweets Tweets & Antworten

patetpecoli

@patetpecoll patetpecoli re

Yeprada nonoca.MHTEpeCHo.a A BAONb July Litovets @vyoulichka00 - 23 Std

MIK Nonepek ay? Moi TeUTTep NpeBpaTUNCA B CTPAHUYKY U3 CCLINOK HA MHCTarpamm ...
@ KasaHb 4

3 3 Fotos und Videos {§; patetpecoli @patctpecoll St

Knuyko noobelljan He MeHATb Kpecno mapa
Ha JenyTtaTtckoe

patetpe
Hawa @cintisrsecwe - 6. Okt
Tomy, KTO YMEET #AaTs, BCeraa AoCTaeTCA caMoe nydlee.

2

patetpecoli
Mura Inkles @aquheaibyjigu - 10 Std
MPUHATLIA 38KOH 00 OUMLLIEHMM BNACTH MOMKET UCMOPTHTL PenyTaLn
YepauHsl, &#8230;

1
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Deskriptive Statistik: Aktivitaten

Calendar Heat Map of Bot Activity




Beisplel-Tweets

"Hollywood stars did not come to the party of the
British Prime Minister”

"Bermuda Triangle: sofa- kitchen-computer ... Oh, and
a lot of people in it was gone !!!"

"Who Is to blame? Maidan? Putin? Yanukovych? right
sector? Oligarchs? Russia? West? Tymoshenko?
Kravchuk? Kuchma? Yushchenko ..."

"RT @ ArtemD1114: RTsalyawame: right quadrant
Kherson: A policeman wished his colleagues from the
battalion "Kherson" luck "in the fighting in the East”

"RT @ ArkadijDR5C: Hercules beginning of legends
download http://t.co/VvS]KOd2YP"
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Text-Mining

The Signal and the Noise
« Sample

promised
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Text-Mining: Korrelationen

Korrelationsplot Auswertung

« Worte mit
Korrelationskoeffizient liber
0.5

« Politische Begriffe
uberwiegen

« right quadrant”
= Rechter Sektor




Unsupervised Learning:
hierarchisches Clustering

Algorithmus

Begin with nobservations and a measure
such as Euclidean distance) of all the
n

1
) = n(n — 1)/2 pairwise dissimilarities.
reat each observation as its own cluster.
2. Fori=nn-1,..,2:

1. Examine all pairwise inter-cluster dissimilarities
among the /clusters and identify the pair of
clusters that are least dissimilar (that is, most
similar). Fuse these two clusters. The
dissimilarity between these two clusters
indicates the height in the dendrogram at which
the fusion should be placed.

2. Compute the new pairwise inter-cluster
dissimilarities among the /-1 remaining
clusters.

(James et al. 2013)

Bewertung

e Erlauterung:

Startet mit jeder Beobachtung in einem Cluster.

Verbindet je zwei Beobachtungen/Cluster, die
besonders ahnlich sind.

e  Pros:

Findet Ahnlichkeiten, ohne zu wissen, wonach
gesucht wird.

Eindeutig!

Fur GPU-Computing parallelisiert.

Erlaubt unterschiedliche Distanzfunktionen.
Kann durch Bootstraping tiberpriift werden.

e (Cons:

Nicht so gebrauchlich.
Komplexe Ergebnisse.
Keine definitive Clusteranzahl.

(Speicher Fehler in R bei sehr grofRen
Datenmengen -> R-spezifische Big Data
Probleme)

Vergleich der Algorithmen am konkreten Fall wird empfohlen. (Hastie et al. 2009)



Ubertragung auf weitere Daten

Chorddiagram Erlauterung

e  Anzahl der Cluster muss angepasst werden
«  Signal

 Noise




3 Arten von Botverhalten

Verschlelerung
— Scheinbar belanglose und normale Inhalte

Attraktion
— Inhalte fur Zielgruppen (Nachrichten)

— Inhalte von genereller Attraktivitat (Downloads wegen
Google)

Verstarkung

— Verbreitung von Hashtags
— Propaganda

Political Data Science Methoden sind essentiell
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Ukraine
Information Army

JOIN THE UKRAINE INFORMATION ARMY
AND HELP UKRAINE DEFEND ITSELF ONLINE!

WELCOME TO THE HEADQUARTERS OF THE INFORMATION ARMY!

You may know that Russia's war against Ukraine is a “hybrid”.
This is because the war is real but information about it is false.
There are a lot fronts opened against us and the information front is one of the most important.

In & year we have created a strong army wich courageously protects us in Donbass.
Now is time to fight back Russian occupants on the information front.



PoliticalDataScience.blogspot.de

Political Data Science

suchen

#LinearRegression has no existence - How to select

#Hegel would say specific random
rows from

In #datamining, we are bored by #MySQL within #F

linear regression. It does not worl
very well and I have personally
never seen a gqplot that was
strictly on a line, anyway.

When you work
with big data

nor frsur (0.6224)
=N
— ot blue ¢
han comatate over that tima only.

gl
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]

| ]

g 4

H \

H ‘,\ 2009 2010 AN 2012

RandomForest to predict the Soccer

World Cup d

I now present the R-code for the
random forest prediction (the B
group-variable was added here):

Lasungen zu Ubungen |
Kreuzvalidierung

#l-Hegel: Why there will never be
artificial inteligence (#Al)

. but perhaps something more

powerfull,

Lately, I have been thinking about

AL a lot. Right now,

I am readig

Hegel again, and I am trying to do

it seriously (sorry guys, I do not Earﬂ lvﬂ] W[]

know if this could be done in

English...).

What strikes me is this:

no intelligence.

#NRW - Tweets
aus Nordrhein-

Westfalen in #R
saugen

In diesem Post
zeige ich ein
kurzes Beispiel,
wie man das
streamR-Package
nutzen kann, um
Tweets aus NRW z
speichern.

Voraussetzung

it Aarr manond

Ubungen zur Linearen Regression und

Hallo! Die folgenden Ubungen fasse
den Stand des bisherigen Seminars

Zusammen .

Die Lésung wird dann nacl

Montag nachgereicht.

There is

Love your
#nearest neighbot

In this post the
k-nearest
neighbors
algorithm is use
to classify
Twitter-data.

We have 1000
tweets about
fracking which

are labeld "c" =

contra fracking,

"p" = oro

Getiing Data

Ein kleines
Beispiel, wie
sich
Eurostat-Daten
direkt in R
einlesen
lassen...

Dynamic views-vorlage.

Cross-Validation

Im Folgenden geh
es um drei
Methoden der
Cross-validation
hold-out, leave

"N — Al adi

Powered by

Was @RitaOra
#hacked?
Probably not
really - #Twitter-
Forensics

Accordine to

JCY AGENDAS PR
T

Handling #bigdatz
in R (1) data.table

How big is big?
Are you fit for
real big data?

#SimulatedData
#R #caret

I just noticed a
very cool
function in the
caret-package, T
would like to
share.

The package can
produce simulate
data, which is
very useful for
Monte Carlo

Simulations. or

What is wrong with US #energy
#budget 20007

The polcy agenda project (PAP) dat
base shows for year 2888 an annual
percentage change of MINUS 218 PER

CENT (!11}.

Linear Regressior
inR

In diesem Script
geht es um
lineare
Regressionen mit
mehreren
Prediktoren.
Angelehnt ist da

I was wondering all th

U DM ECU BNG ER PRL GH 6RC

ossTeam

Lineare
Regression erklar
fir Nicht-
Statistikerlnnen

Eine Regression
beschreibt einen
Zusammenhang
zwischen einer
abhangigen

Using ngrams wit
#RTextTools

This littel
example shows a
workaround for
bug in
RTextTools.

Using ngramlLeng
would lead to a
error.

Twitter dates

Wer Twitter-Date
in R einliest,
stoft auf
Datumsvariablen
("created_at” un

Simulation zu

Dennidn DAY
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